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CERT defines Operational Resilience as:

The emergent property of an organization that can 
continue to carry out its mission in the presence of 
operational stress and disruption that does not 
exceed its operational limit.
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https:// www.militaryaerospace.com/articles/2016/05/unmanned-cyber-warfare.html
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With Cyber Risk, Who Is The Enemy?

But what aboutΧ

Third Party Risk:
Å57% of companies believe they do not have adequate 

visibility into their subcontractors, and 21% are unsure.

ÅWithin the FS industry, 81% believe they do not have 
adequate visibility.

(Deloitte Extended Enterprise Risk Management Survey 2018) 

Insider Threat:
Å25% of cyber attacks are originated by an insider, and 

36% of those are unintentional/accidental

Å95% of organizations provide security awareness 
training to their employees at least once per year 

Å55% of security decision-makers reported that their C-
level executives were in most need of awareness 
training

(2018 State of Cybercrime Survey, CERT and CSO)
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https:// www.chron.com/news/houston-texas/ texas/article/In-Texas-Nigerian-awaits-trial-for-extremely-6735414.php#photo-9199759
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https://www.bleepingcomputer.com/news/technology/us-telco-fined-3-million-in-domain-renewal-blunder/
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Sorenson Communications

Domain Name Goes Down

Video Relay System

Provide 911 capability to 

deaf and those with vocal 

disabilities
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Operational Resilience Starts at the Asset Level


